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Wireshark Materials

 Materials needed
o Kali Linux Virtual Machine
 Windows 7 Virtual Machine

« Software Tools used (From Kali Linux OS)
« Wireshark (TCP/IP Packet Analyzer)
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Objectives Covered

« Security+ Objectives (SY0-701)
* Objective 4.9 - Given a scenario, use data sources to support an
iInvestigation.

« Data sources
» Packet captures
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What is Wireshark?

. Capturing from eth0 - O x

* Wireshark is a network protocol analyzer [ &« se s some o unes o e

- m T
ma® P8 = QA
. || Apply a display filter ... <Ctrl-/> = -]+
* Program that captures network traffic -
| 2670 33.858317711 16.15.128.104 10.15.118.108 VNC 105
2671 33.859330892 10.15.118.108 10.15.128.194 TCP 66 5901 - 41758 [ACK] Seq=18BB79@1 Ack=45:
. . 2672 33.076131948 160,15.118.108 10.15.128.194 VNC 1353
[ ] ‘ t k t f I I l d I t k 2673 33.076682888 10.15.128.194 10.15.118.108 VNC 105
an Cap ure aC e S ro WI re Or WI re eSS ne Wor S 2674 33.076697819 10.15.118.108 10.15.128.194 Tce 66 5901 — 41758 [ACK] Seq=1889188 Ack=45:
2675 33.163041995 10.15.118.108 10.15.128.194 VNC 9015
2676 33.164182638 10.15.118.108 10.15.128.194 VNC 8144
[ ] U t t th k t 2677 33.164338836 1@.15.128.194 10.15.118.108 TCP 66 41758 —~ 5981 [ACK] Seq=45241 Ack=1986:
SeS pcap O Ca ure e aC e S 2678 33.166673863 10.15.128.194 10.15.118.108 VNC 185
2679 33.166688924 10.15.118.108 10.15.128.194 TCP 66 59081 —~ 41758 [ACK] Seq=1906215 Ack=45i_
4 »
- » Frame 1261: 101 bytes on wire (868 bits), 101 bytes captured (868 bits) on interface eth@, id @ -
L a ureS e al S r0| I I a‘ e S » Ethernet II, Src: Ba:72:ba:0f:5d:5c (8a:72:ba:0f:5d:5c), Dst: @a:9c:f3:6d:07:27 (Pa:9c:73:6d:01:27)
~ Internet Protocol Version 4, Src: 10.15.128.194, Dst: 16.15.118.168
0160 .... = Version: 4

. 9101 = Header Length: 20 bytes (5)

[ Sender’/Receiver IP Add resses » ?gi;irﬁg;;ﬁ?deﬁervices Field: ©x8@ (DSCP: CS@, ECN: Not-ECT)

Identification: Oxfc67 (64615)
» Flags: 0x48, Don't fragment

Type Of paCket Fragment Offset: @
Time to Live: 64
Protocol: TCP (6)
Header Checksum: Ax32ed [validation disahled] =

Protocol used @a 9c f3 6d ©f 27 @a 72 ba Of 5d 5¢c 88 0@ 45 00

80 57 fc 67 40 60 40 06 32 ed ©a Of 80 c2 Pa Of
Ceri iy R ila2 1e 17 Od 4e T ad a4 39 Od aZ ef 80 18|
(LRI 7 €8 ee 72 00 00 01 61 08 ©a 26 a0 87 Ob 29 b6

Packet contents SRR E
Much, much more

69 9d 42 81 32

@ 7 Transmission Control Protocol (tcp). 32 bytels) Packets: 2679 - Displayed: 2679 (100.0%)  Profile: Default
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Wireshark Lab Overview

Wireshark - Packet 6459 . ethO - O X

Frame 6459: 101 bytes on wire (B@8 bits), 101 bytes captured (BO8 bits) on interface ethi
Ethernet II, Src: Ga:72:ba:0f:5d:5c (Pa:72:ba:0f:5d:5c), Dst: ©a:9c:73.6d:07:27 (Pa:9¢c:T !
Internet Protocol Version 4, Src: 18.15.128.194, Dst: 16.15.118.188

Transmission Control Protocol, Src Port: 41758, Dst Port: 5961, Seq: 185443, Ack: 599523{
Virtual Network Computing

v w v w

1. Set up Environments

2. Open Wireshark

3. Find Network Interface

4. Capture Packets | 907 io a0 0040 oe dbcessormcrraot W F
5

6

14

76 6c a3 1e 17 6d 4e fd 05 9e 38 99 29 2b 80 18 vl
87 e8 d5 c1 00 9@ ©1 @1 08 a 26 9e 9d 91 29 b4 & )

94 64 17 03 03 00 1e G0 0O OO 0O 00 B0 1a 71 88

. Analyze a PaCket 316: g: :g gi Ei 87 c6 e2 a7 @3 7e 43 ab 61 e7 72 \ e
. Follow TCP Stream
. Seeing a Capture

No.: 6459 - Time: 150.959358162 - Source: 10.15.128.194 - Destination: 10.15.1158.108 - Protocol: VNC - Length: 101 - Info:

| X Close | 5 CHelp
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Set up Environments

* Log into your range

* Open the Kali Linux and Windows 7 Environments
* You should be on your Kali Linux Desktop
* You should also be on your Windows 7 Desktop
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Open Wireshark

sudo wiresharklj

 In Kali, open Terminal

« Use the following command to open the |FEEEEEEEEEETETT

Wireshark application dEZ@mORT ] =Eaaaz
sudo wireshark

Welcome to Wireshark

Capture

* You should see Wireshark open g this ier, (N [EFEer s copre Tr )

[ eho J =
any
Loopback: lo
bluetooth-monitor
nflog
nfqueue
dbus-system
dbus-session
@ Cisco remote capture: ciscodump
@ DisplayPort AUX channel menitor capture: dpauxmon
@ Random packet generator: randpkt
@ systemd Journal Export: sdjournal

BN o0 vrmnnbn mambiirn: mebodocmae

Learn

[ T T Y B I =

User's Guide - Wiki - Questions and Answers - Mailing Lists
You are running Wireshark 3.4.8 (Git v3.4.8 packaged as 3.4.8-1).

< Ready to load or capture No Packets Profile: Default
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Find Network Interface

 Open a web browser
* Navigate to a couple of websites
* You should start to see Wireshark show some changes

 Notice which interface is showing more traffic while you are loading
webpages

Lots of network traffic

e ———

any A A\
Loopback: lo
bluetooth-monitor
nflog

nfqueue
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Capture Packets

Select the active network

Click the blue fin (top left) to
start

 Visit a website in the browser
Go back to Wireshark

Click the Red box to stop
capturing

Starts Capture
Stops Capture

Capturing from ethQ

Frame 1: 6255 bytes on wire (50048 bits), 62595

Transmission Control Protocol, Src Port: 5901,
Virtual Network Computing

0040
0850
0060
ee7e
0080
0090
00a0
0ebe

@ 7 etho: <live capture in progress>

m e XE ]ReE=» QQ QI
[W]Apply = display filte /> = -]+
No. Time Source Destination Protocol Lengtt Info =
763 11.179688431 10.15.128.194 10.15.118.1608 VNC 105
704 11.195307523 18.15.128.194 10.15.118.108 VNC 101
705 11.195377617 10.15.118.108 16.15.128.194 Tcp 66 5981 — 41758 [ACK] S5eq=619256 Ack=116¢
706 11.195647691 18.15.118.108 10.15.128.194 VNC 1938
707 11.196414853 10.15.128.194 10.15.118.1608 VNC 105
708 11.222536327 10.15.128.194 10.15.118.108 VNC 101
709 11.222580909 10.15.128.194 16.15.118.108 VNC 101
710 11.223571713 18.15.118.108 16.15.128.194 TCP 66 5901 - 41758 [ACK] Seq=621128 Ack=111:
711 11.223685938 18.15.118.108 10.15.128.194 VNC 1413
712 11.224074881 18.15.128.194 16.15.118.108 VNC 185 —

Ethernet II, Src: Ga:9c:f3:6d:87:27 (Pa:9c:f3:6d:87:27), Dst: Ba:72:ba:0f:5d:5¢c (Ba:72:ba:0f:5d:5c)
Internet Protocol Version 4, Src: 10.15.118.1e8, Dst: 10.15,128.194

bytes captured (50040 bits) on interface ethd, id @

Dst Port: 41758, Seq: 1, Ack: 1, Len: 6189

Packets: 750 - Displayed: 750 (100.0%)  Profile: Default
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Analyze a Packet

* Double click on a packet

This will display the contents of the packet

* Find the following:

Length of the packet

Sender's and receiver's |IP addresses
Protocol used

Source’s MAC Address

Destination’s MAC Address

Anything else?

Virtual Network Computing

] ©a 9c T3 6d of
88 57 dc af 48
76 6c a3 1e 17
81 bb b7 62 08
EENE 17 03 03
2b 76 b9 54 e2
7a ff 88 35 fO

8030
8640

27 Ba
ge 40
Bd 4e
a6 81
80 1le
4d 37

f2
B6
b
Bl
00
6a

Wireshark - Packet 114 . eth0

ba ©f 5d 5C
52 a5 @a efr
71 94 38 3e
08 Pa 26 9c
00 80 80 o8
78 b4 £7 52

Frame 114: 101 bytes on wire (808 bits), 101 bytes captured (808 bits) on interfTace ethe,
Ethernet II, Src: @a:72:ba:@f:5d:5¢c (Pa:72:ba:0f:5d:5¢c), Dst: @a:9c:f3:6d:0F:27 (Ba:9c:f!
Internet Protocol Version 4, Src: 10.15.128.194, Dst: 10.15.118.108

Transmission Control Protocol, Src Port: 41758, Dst Port: 5901, Seq: 2009, Ack: 80319, Le

08 00 45 60
80 c2 Ba Of
e8 04 80 18
54 91
00 af 57 86
fd 28 b8 ca

Sample Packet
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File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

Follow TCP Stream

* Find a Packet —

TESE QY

No. Time Source Destination Protocol Lengtt info
H H H 5212 94.426128513  10.15.118.108 10.15.128.194 ce 66 5901
° In a ro OCO aC e I OSSI e 5213 94.444203479 10.15.128.194 16.15.118.108 NC 101
5214 94.444272283 18.15.118.168 10.15.128.194 TcP 66 5901
5215 94.461861762 10.15.128.194 10.15.118.168 VNC 101
5216 94.461945777 18.15.118.168 19.15.128.194 TcP 66 5001
L u 5217 94.477313344 10.15.128.194 10.15.118.108 VNC 101
) I t_ I C O n t e a C et 5218 94.477411360 10.15.118.108 16.15.128.194 ce 66 5901
5219 94.494164483 10.15.128.194 19.15.118.108 VNC 101
5220 94.494260638 10.15.118.168 19.15.128.194 TcP 66 5901
5221 94.511021382 10.15.128.194 10.15.118.168 VNC 101

Identification: Bx51e8 (20968)
Flags: 0x40, Don't fragment
Fragment Offset: @

11 7 . :
» Select the “TCP Stream” option

[Header checksum status: Unverified]
Source Address: 10.15.118.168
Destination Address: 10.15.128.194

« The window shows all the data from this stream [== = e s emm——

06 34 51 eB 40 00 40 86 dd 8f Ga Of 76 6c Ba Of
REELEN-CREGPR17 Od a3 1e 39 36 58 54 A 00 ae 95 86 10|

 Stream = multiple packets that makeup an S ol , .
exchange of data P 5

Find:

* The main Wireshark window is displaying allthe |., ... R [ T
packets in this stream

* What are you seeing? Individual packet's data
« This is a webserver communicating with a browser

« Each website you visit carries out a similar
exchange

« Go to the “follow” option All the packets [ T B
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Starting a Capture

 Start capturing data in Wireshark

* Open another Terminal

* Ping an |P Address of another device
ping -¢ 5 <IP Address>

 Let the ping run the 5 times
» Stop capturing data in Wireshark

—% ping -c 5 10.15.112.18

PING 10.15.112.18 (10.15.112.18) 56(84) bytes of data.

64 bytes from 10.15.112.18: icmp seq=1 tt1l=128 time=1.48 ms
64 bytes from 10.15.112.18: icmp seq=2 ttl=128 time=0.370 ms
64 bytes from 10.15.112.18: icmp seq=3 ttl=128 time=0.335 ms
64 bytes from 10.15.112.18: icmp seq=4 ttl1=128 time=0.413 ms

64 bytes from 10.15.112.18: icmp seq=5 ttl=128 time=0.546 ms
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Viewing the Capture

* In Wireshark, search for the following in the display filter
up top
ip.addr == <IP Address>
» Use the IP Address of device you pinged

Display filter search Ping Response
(W |ip.addr == 10.15.112.18 |+
No. Time Source Destination Protocol Lengtt Info y \ 4
. .15, . .15, . request

B 166 3.180715046 10.15.112.18 10.15.118.108 ICMP 98 Echo (ping) reply 1d=0x9733, seq=1/2
178 4.180915088 10.15.118.108 10.15.112.18 ICMP 98 Echo (ping) request 1d=0x9f33, seq=2/5
179 4.181258527 10.15.112.18 10.15.118.108 ICMP 98 Echo (ping) reply id=ex9f33, seq=2/5
211 5.212551454 10.15.118.108 10.15.112.18 ICMP 98 Echo (ping) request 1d=0x9f33, seq=3/7
212 5.212859161 10.15.112.18 10.15.118.108 ICHP 98 Echo (ping) reply  id=0x9f33, seq=3/7
296 6.236569615 10.15.118.108 10.15.112.18 ICMP 98 Echo (ping) request 1d=0x9733, seq=4/1
297 6.236956076 10.15.112.18 10.15.118.108 IcMP 98 Echo (ping) reply 1d=0x9133, seq=4/1
473 7.260520282 10.15.118.1688 16.15.112.18 ICMP 98 Echo (ping) request 1d=8x9133, seq=5/1
474 7.261038490 10.15.112.18 10.15.118.108 ICMP 98 Echo (ping) reply 1d=6x9f33, seq=5/1
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Questions to Ponder

* Why is there so much back and forth between the two IP
addresses?

* Are there other packets being captured? If so, what do you think
they're for?

* Do different actions on the Windows 7 machine result in
different packet captures via Wireshark?
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